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URL SCHEME REFERENCE



The below URL is the reference for identifying the convention used in the URL’s

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies upon the 
country. Do not try this for offensive purpose.

URL SCHEME REFERENCE

http://www.bing.com/search?q=cheese&FORM=MSNH11&zqs=n
SCHEME HOST PATH QUERY



LINKING CUSTOM URL WITH MOBILE

PHONE(S)



Mail Links:

HTML Link: <a href="mailto:uj@ubaidjafri.com">Send Email - Ubaid Jafri</a>
Native app URL string: mailto:fank@ubaidjafri.com

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies upon the 
country. Do not try this for offensive purpose.

APPLE URL SCHEMES (IOS)

Phone Links:

HTML Link: <a href="tel:1-234-567895">1-234-567-89555</a>
Native app URL string: tel:1-234-567895

Face time Links:

HTML Link for Facetime Video Call: <a href="facetime:921234567899">Connect using FaceTime</a>
HTML Link for Facetime Audio Call: <a href="facetime-audio:921234567899">Connect using FaceTime</a>
Native app URL string for Face time Video Call: facetime://user@example.com
Native app URL string for Face time Audio Call: facetime-audio://user@example.com

SMS Links:

HTML Link: <a href="sms:92-123-456-7899">Launch Messages App</a>
Native app URL string: sms:92-123-456-7899



Mail Links:

HTML Link: <a href="mailto:uj@ubaidjafri.com">Send Email - Ubaid Jafri</a>
Native app URL string: mailto:fank@ubaidjafri.com

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies upon the 
country. Do not try this for offensive purpose.

ANDROID URL SCHEMES (ANDROID)

Phone Links:

HTML Link: <a href="tel:1-234-567895">1-234-567-89555</a>
Native app URL string: tel:1-234-567895

What’s App Links:

HTML Link for WhatsApp Message: https://wa.me/15551234567?text=I'm%20interested%20in%20your%20car%20for%20saleHTML 
HTML Link for WhatsApp Direct Message to the contact: https://wa.me/921234567899

SMS Links:

HTML Link: <a href="sms:921234567899?body=hichecktestsms">SMS Me</a>
Native app URL string: sms:92-123-456-7899



CUSTOM URL BECOME THREATS FOR

MOBILE PHONE(S)



Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies upon the 
country. Do not try this for offensive purpose.

CUSTOM URL BECOME THREATS FOR

MOBILE PHONE(S) 

What’s App Links:

HTML Link for WhatsApp Message: 
https://wa.me/15551234567?text=IminterestedinWhatsApp

HTML Link for WhatsApp Direct Message to the contact: 
https://wa.me/921234567899

SMS Links:

HTML Link for Single User: 
<a href="sms:921234567899?body=hichecktestsms">SMS Me</a>

HTML Link for multiple Users: 
<a href="sms:921234567899;92111222333;920099887766?body=hichecktestsms">SMS 
Me</a>
Native app URL string: sms:92-123-456-7899

Forcing a user by sending a malicious link to the user(s), claiming to be from an authorized source. Once the user clicked on the Url a 
SMS send to the provided numbers.

Similar case with WhatsApp messages, when victim click on the link came from an email or SMS, a message windows opens on
WhatsApp with a number whose identify is not present in Contact Details.



THANK YOU


