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Unauthorized 
Changes in 

Configuration

Auto 
Revocation of 

Connector from 
Server

Monitoring of 
Workgroup/Non 
Domain Systems

Policy Regarding 
Logs (Disposal, 

Rotation, 
Retention) exist

Placement of 
SIEM Server

Compliance of 
Tailored Rules

Policy Regarding Logs 

(Disposal, Rotation, 

Retention) exist

Auto Revocation of 

Connector from Server

Auto Revocation of 

connection from servers 

which are upgraded or 

downgraded or server 

which are running in 

VM's. 

Placement of SIEM Server Monitoring of Work group/Non 

Domain Systems

The control will assess 

the system that are 

appearing of the network 

but are not the part of 

Domain Controller

Unauthorized Changes in 

Configuration

Control will assess the 

Events which are 

performed by the 

administrators of 

System, Databases, 

Networks should be 

monitored by SIEM

Compliance of Tailored Rules

The control assess the 

rule which has been 

tailored by the Analyst is 

approved from 

governance or 

compliance division

The control assess the 

placement of the Server 

whether the server 

resides in the data 

center or is hosted on 

public cloud.

The control will assess 

the policy reated to SIEM 

and its retention period

SIEM SOLUTION SECURITY 
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High 
Availability of 
SIEM Solution

SOD in SIEM
Solution

SIEM Solution 
Self Monitoring

Integration of 
External Devices 

in SIEM

Logs 
Normalization

Connector 
Service 

Abruptly 
Shutdown

Integration of External 

Devices in SIEM

SOD in SIEM Solution

The control will assess 

the segregation of duties 

performed in SIEM

solution. The control 

should be administravely

and analyze by different 

personnel having their 

different admin ID's

Logs Normalization SIEM Solution Self Monitoring

The control will assess 

that the information and 

correlated data should 

be kept securely and only 

viewable for authorized 

users

High Availability of SIEM Solution

The control will assess the 

backup and replication of 

SIEM solution and also 

check the data in term of 

rules and updates are 

properly configured and 

are operational on Backup 

solution

Connector Service Abruptly 
Shutdown

The control will assess 

the connector running on 

the server(s),if the 

service of the connector 

shutdown abruptly 

whether event will be 

trigger by SIEM Solution

In case RAW logs 

received by a SIEM

solution should be 

parsed automatically.

The control will assess 

the Integration of 

external security devices 

related to networks & 

servers are integrated in 

SIEM Solution

SIEM SOLUTION SECURITY 

ASSESSMENT CHECKLIST(CONT’D) 
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Control and 
Monitor user 

Installed 
Software's

SIEM Downtime 
Monitoring

Log(s) File 
Encryption

Logging of SIEM
Assets

Integration of 
Cloud based 
applications

Resource 
Backup of SIEM 

Solution

Logging of SIEM Assets SIEM Downtime Monitoring

The control will assess 

the for the downtime 

being monitored against 

SIEM solution and or any 

device which is not being 

pushing or pulling the 

logs to the SIEM server 

being monitored in 

downtime event or not?

Integration of Cloud based 

applications

Log(s) File Encryption

The control will assess 

the syslog file encryption 

in order to protect the 

confidentiality .

Control and Monitor user 

Installed Software's
The control will assess if 

any installation a part 

from authorized 

installation is perform by 

the user will result in 

triggering alert to the 

Administrator

Resource Backup of SIEM
Solution

The assessment will carry 

out whether the backup 

of the resource is exist or 

not, in case the resource 

left or resigned what will 

be the continuity 

procedure

the control will assess 

the integration of 

external or internal cloud 

based devices either 

integrated with the SIEM

solution and are 

operating smoothly 

The control will assess 

the logging and 

monitoring of SIEM

admin who is adding or 

deleting the assets from 

SIEM solutions.
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Ticket 
Generation & 
Response on 

Incident 
Esclation

Training & 
Awareness of 

SIEM

Ticket Generation & 

Response on Incident 

Esclation

Training & Awareness of SIEM
The control will assess 

whether the resources 

which has been assign to 

monitor, analyze and 

report alerts related to 

SIEM solution should be 

adaequately trained.

The control will assess 

whether the SIEM

solution is designed and 

mature to generate  

tickets for the incident 

responses and the ticket 

holder is responsible for 

resolving & reporting the 

incident

SIEM SOLUTION SECURITY 

ASSESSMENT CHECKLIST(CONT’D) 
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