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STEP -1 : Open command prompt "cmd.exe" 
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echo - Command used to print data
I Dont Want this Message to be appear - Content of the File
>  - Symbol used to Write the data content.
Data.txt - Write the content print by the Echo command in Data.txt
:   - There is a concatenation of a file
Hidden.txt - Hide the data in Hidden.txt

STEP -2: TYPE echo I Don't want this Message to be appear >Data.txt:Hidden.txt

HIDING DATA IN NOTEPAD (CONT’D)



RETRIEVING THE HIDDEN

CONTENT OF A FILE
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To view the hidden content of the file Type:
more < data.txt:Hidden.txt
More : Command used to read the content of the file
<    : Write the Data in the More cache memory
: Concate the file
Hidden.txt  : This is a password file if we forget this filename then we will not be able to retrieve it easily.
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Hiding other file types:

TYPE [data to be hidden]>[target file]:[Alternate stream]

For example: 

TYPE Passwords.doc>My_Pic.jpg:MyPasswords.doc will fork My_Pic.jpg with an ADS MyPasswords.doc.

Hiding .exe File :

Even exe file can be hidden and *directly* accessed through ADS. For example :
C:\>TYPE Virus>test.txt:MyVirus.exe

C:\>START .\test.txt:MyVirus.exe

HIDING OTHER FILE TYPES



REMOVING ATTACHED ADS
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Now, suppose you want to delete the alternate data streams from a file without deleting the file itself. So, what you do is you copy the original 
contents to another file and then delete the original file, which would also delete all ADS. 

For Example :

C:\> REN test.txt tmp.txt
C:\> TYPE tempt.txt > test.txt
C:\> DEL temp.txt

To view what ADS stream is being used with the text file TYPE DIR /R in the command prompt 

For Example:

DIR /R command in vista to show Alternate Data Streams

REMOVING ATTACHED ADS



THANK YOU
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