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CLlOUD BASED APPUGCATION
SECGURITY ASSESSMENT

SERVICES




DISCLAIMER

This document does not promote or encourage any lllegal activities, all content provided in
this document is meant for education, research purposes. The document is not
transformative in nature, it is used for teaching purpose.

Copyright Disclaimer Under Section 107 of the Copyright Act 1976, allowance is made for
"fair use" for purposes such as criticism, commenting, news reporting, teaching, scholarship,
and research. Fair use is a use permitted by copyright statute that might otherwise be
infringing. Non-profit, educational or personal use tips the balance in favor of fair use.

The document is created with the intention of educating others in a motivational/inspirational
form. Do not try to use the scripts/code/methods if it is not legal in your country.

| Do not take any responsibility for anything you do using this document, Use at your own
risk.
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CRITICAL SECURITY CONTROLS FOR CLOUD
BASED APPLICATION ASSESSMENT

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies upon the
country. Do not try this for offensive purpose.




CLOUD BASED APPLICATION(S) SECURITY

ASSESSMENT CHECKLIST

The control will assess
stored Data in the
system whether and how

Data Encryption
in transit the data is being In Use

processed through
application

Data Encryption

The control will assess The control will assess

the End to End Data how the can be
encryption between intercepted while using
application through cloud based

services

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies upon the

The processes and tools
used to
track/control/prevent/c
orrect the use,
assignment, and
configuration of
administrative privileges
on computers, networks,
and applications

Administrative

User Privileges

country. Do not try this for offensive purpose.

Un-necessary

Open Ports

Assessment of ports,
protocols, and services
on networked devices in

order
to minimize
vulnerabilities available
to the attackers.
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Stress testing of
application(s) in order to
ensure that the
application will not
become irresponsive

Stress Testing
of Applications




CLOUD BASED APPLICATION(S) SECURITY
ASSESSMENT CHECKLIST (CONT’D)

Log assessment

of cloud app

The control will assess
weather the logs are
enable for critical events
such as (security,
applications,
operational log)

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies upon the

The control will assess
whether the connection
requires generated from
the local server to cloud

server is legitimate in

order to ensure that
unknown/unauthorized
servers are not allowed.

External

Connections

Administration

Roles &
Privilege ID’s

The control will assess
the administration and
privilege ID’s matrices,

roles and responsibilities

allocated for cloud
administrators

The control will assess
the mechanism for cloud
based agent/
application(s) and
servers (patches &
updates)

Application

patches &
updates

country. Do not try this for offensive purpose.

Restriction
applied on

cloud based
services

Assessment of the
restriction being applied
locally or profile based
and assess their change
request
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Stress testing of
application(s) in order to
ensure that the
application will not
become irresponsive

Stress Testing
of Applications
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THANKYOU

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies upon the
country. Do not try this for offensive purpose.




