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Stress Testing 
of Applications

Un-necessary 
Open Ports

Administrative 
User Privileges

Data Encryption 
In Use

Data Encryption 
at rest

Data Encryption 
in transit

Data Encryption in Use Un-Necessary open ports

Assessment of ports, 

protocols, and services 

on networked devices in 

order

to minimize 

vulnerabilities available 

to the attackers. 

Data Encryption at Rest Administrative User Privileges

The processes and tools 

used to 

track/control/prevent/c

orrect the use,

assignment, and 

configuration of 

administrative privileges 

on computers, networks, 

and applications

Stress Testing of Applications

Stress testing of 

application(s) in order to 

ensure that the 

application will not 

become irresponsive

Data Encryption in transit

The control will assess 

the End to End Data 

encryption between 

application

The control will assess 

stored Data in the 

system whether and how 

the data is being 

processed through 

application

The control will assess 

how the can be 

intercepted while using 

through cloud based 

services
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Stress Testing 
of Applications

Restriction 
applied on 

cloud based 
services

Application 
patches & 
updates

Administration 
Roles & 

Privilege ID’s

External 
Connections

Log assessment 
of cloud app

Administration Roles & 

Privilege ID’s

Un-Necessary open ports

Assessment of the 

restriction being applied 

locally or profile based 

and assess their change 

request

External Connections Application Patches & updates

The control will assess 

the mechanism for cloud 

based agent/ 

application(s) and 

servers (patches & 

updates)

Stress Testing of Applications

Stress testing of 

application(s) in order to 

ensure that the 

application will not 

become irresponsive

Log assessment of cloud app

The control will assess 

weather the logs are 

enable for critical events 

such as (security, 

applications, 

operational log)

The control will assess 

whether  the connection 

requires generated from 

the local server to cloud 

server is legitimate in 

order to ensure that 

unknown/unauthorized  

servers are not allowed.

The control will assess 

the administration and 

privilege ID’s matrices, 

roles and responsibilities 

allocated for cloud 

administrators

CLOUD BASED APPLICATION(S) SECURITY

ASSESSMENT CHECKLIST (CONT’D) 
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